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Abstract tion, and mean and variance of data and estimator. We
will also discuss the statistical efficiency of the estima-
Accurate defect prediction is useful for planning and tors developed from these estimation methods. There are
management of software testing. We discuss here the statiswo broad groups of estimation methods called Classical
tical characteristics and requirements of estimation meth Approach and Bayesian Approach as shown in Figure 1.
ods available for developing the defect estimators. We havelf there is prior statistical knowledge about the parameter
also analyzed the models, assumptions and statistical per.which we are interested to estimate, then an estimator based
formance of three defect estimators available in the field on Bayesian Approach can be found. Note that the prior
using data from the literature. The study of the estimation knowledge can be in the form of prior mean and variance
methods here is general enough to be applied to other es-and probability distribution of the parameter. There axe se
timation problems in software engineering or other related eral Bayesian estimators available [4, 5, 9]. Main advamtag
field. of Bayesian estimators is that they provide better early est
mates compared to estimators developed from Classical Ap-
proach. In the initial phase of software testing not enough
1. Introduction test data is available, consequently in the absence of prior
knowledge initial performance of estimator suffers.

The major goal of a software testing process is to find Organization of the paper is as follows, due to the brevity

and fix, during debugging, as many defects as possible ancff space we will limit the discussion of estimation methods

: T o Classical Approaches only in Section 2. We discuss in
release a product with a reasonable reliability. A trade-of : : . . .
: . . ; .~ Section 3 three defect estimators available in the field. We
between releasing a product earlier or investing more time

on testing is always an issue for the organization. The clearconCIUde the paper in Section 4.
view of the status of the testing process is crucial to comput

the pros and cons of possible alternatives. Time to achieve S ovrtme omge | of change Model
the established goal and percentage of the goal achieved up

to the moment are important factors to determine the sta- " s

tus of a software testing process. Many defect prediction

techniques [1, 3, 6, 11, 14, 15, 16] have addressed this im- Knoweidge |2 PN

portant problem by estimating the total number of defects,

which then provide the status of a testing process in terms No

of remaining number of defects in a software product. The

availability of an accurate estimation of the number of de- Clasiod,

fects at early stages of the testing process allows for prope

planning of resource usage, estimation of completion time, _ o
and current status of the process. Also, an estimate of the Figure 1. Estimation Approaches.
number of defects in the product by the time of release, al-
lows the inference of required customer support.
Our goal in this paper is to discuss various estimation 2. Classical Approach
methods which are used to develop these defect estimation
techniques. We would discuss the assumptions that each In this Section we discuss which estimation methods are
method makes about the data model, probability distribu- available and what are the requirements of each method.
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Figure 2. Hierarchical classification of classical approac hes for estimators.

When the requirements are met, then the issue to be adealendar time without any change.
dressed is how to develop an estimator using this method. These samples must be related to the paramdeatdrich
We will also compare the performance of each method inis to be estimated. Generally a data model is developed
order to provide the merits and demerits of the estimatorswhich relates data or samplesitaData model must also ac-
based on these methods. Figure 2 provides a hierarchicatount for random noise or unforeseen perturbations which
organization of these methods. Collectively these estima-naturally occur in any real life phenomenon. In software
tion methods as shown in Figure 2 are called Classical Ap-testing random behavior can be due to work force reloca-
proach [7]. tion, noise in the testing data collection process, testing
of “complex or poorly implemented” parts of the system,
During system testing we are interested in finding in ad- among others. In order to explain the estimation methods
vance the total number of defects which will be discovered given in Figure 2 we provide a simple general data model.
when the system testing is completed. As pointed out in Assume that we take arth samplex[n] which contains the

Section 1 the knowledge of the total number of defects in parameter of interegt corrupted by random noise[n] as
advance will help us in scheduling testing tasks, manage-given by

ment of teams and allocation of resources to meet the target

value (total number of defects) in assigned time. Let us use xn] = 0 + wn] (1)
the variablef to represent the total number of defects to

be estimated. Estimation techniques need samples or datdlote that in Eq. 1x[n] is linearly related t&#. The obser-
from the ongoing system testing process. Sample can be irvations of§ made atV intervals is given by the data set
the form of the number of defects found each day or week x[0], 2[1],..., [N — 1]. A more generalized linear data
or any other time unit. Time unit can be either execution model is

time or calendar time. Sample can also be the total num-

ber of defects found by any time instant. In reliability mod- x = hi+w (2)
els [6, 12, 11, 15] samples are usually the number of defects

discovered per execution time but models for calendar timewherex 1 is the data vectoh y «; is the observation vec-
have also been proposed [6, 12]. Authors have proposedor, ¢ is the parameter of interest, ardy«; iS the noise
the ED3 M (Estimation of defects based on Defect Decay vector. Note thah can contain information such as num-
Model) [3] model which can be used for both execution and ber of testers, failure intensity rate, number of redisceste



faults, etc. for each sample. A linear data model is recom- A defect estimator which is an efficient MVVU estimator will
mended for two reasons: first it is more likely to provide a provide very accurate estimates. In other fields such as sig-
closed form solution and second its more efficient as will nal processing and communication systems where the sys-
be discussed later. The joint probability distribution afal tem or model under investigation is well defined in terms of
is given byp(2[0], z[1],. .., [N — 1]; ) or simply in vec- physical constraints, it is possible to find an efficient MVU
tor form p(x; ). This PDF (Probability Density Function) estimator. But in software engineering no model completely
is a function of both data and the unknown parametér captures all the aspects of a software testing process. Dif-
For example if unknown parametgichanges t@, then the ferent models [1, 3, 6, 11, 14, 15, 16] are based on different
value ofp(x; f1) for the given data set will change. When assumptions and this lack of consistency hints towards the

PDF is seen as the function of unknown paramétéris absence of a mature testing model. Therefore its unlikely to
called likelihood function. Intuitively PDF provides how find an efficient MVU estimator.
accurately we can estimate It is possible that for a given data model CRLB can-

If the probability distribution of the data is known, then not be achieved. In other words a solution similar to the
the problem of finding an estimatéris simply finding a one given by Eq. 5 may not exist. Another approach to
function of data (as given by Eq. 6) which gives estimates find an MVU estimator is based on finding sufficient statis-
of the parameter. Many defect estimators [1, 3, 6, 11, 14,tic such that minimal data is required to make PDF of
15, 16] assume the probability distribution for the datae Th  datap(x; #) independent of unknown parameterAs dis-
variability of estimates determines the efficiency of the es cussed earliep(z[n]; ) is dependent on both datgnr]
timator. The higher the variance of the estimator the lessand §. For example a simple estimatér = z[n] will
effective (or reliable) are the estimates. Hence variotis es have high variance in estimatimy On the other hand
mators can be found for the data but the one with the low- if sufficient dataz[0], z[1],..., z[N — 1] is available then
est variance is the best estimator. Another important char-new data points will not provide additional information
acteristic of the estimator is that it must be unbiased, i.e. aboutd. For example ifz[N] is a new sample after suffi-
El0] = 0. cient statistic has been acquired then the conditional PDF

There are various methods available to determine thep(z[N]| z[0], z[1], ..., z[N — 1];0) is independent of as
lower bound on the variance of the estimators, e.g. [8, 10], given by 8.
but Cramer-Rao Lower Bound (CRLB) [7] is easier to de-

g oo

termine. CRLB Theorem statei$is assumed that the PDF p(x[N]|x[0], x[1],... x[N = 1];0) =
p(x; 6) satisfies the regularity condition p(z[N]|x[0],x[1],...,x[N —1]) (8)
E[ﬁl”P(X; 9)] - 0, V0 3) If_the sufficie_nt s_tatistic exist then according to Neyman-
o0 Fisher Factorization Theorem [7]
where the expectation is taken with respegt(te; ¢). Then, . B
the variance of any unbiased estimafomust satisfy p(x0) = g(T(x),0)h(x) )
. 1 whereT'(x) is the sufficient statistic. If(x; #) can be fac-
VAR®0) = W (4) torized as given by Eq. 9 then sufficient statisfitx) ex-
06° ists. Then we have to find a function d{x) which is the

O An estimator which is unbiased, satisfies the CRLB the- estimatord such that is unbiase(ﬂ[é] — 0.

orem, and is based on a linear model is called an effi-

cient Minimum Variance Unbiased (MVU) estimator [7]. 6 = f(T(x)) (10)
In other words it efficiently uses the data to find the esti-
mates. An estimator whose variance is always minimum
when compared to other estimators but is not less than
CRLB is simply called MVU estimator. For a linear data
model (Eq. 2) it is easier to find the efficient MVU estima-
tor as given by Eq. 5. The efficient MVU estimator and its
variance bounded by CRLB are given by Egs 6 and 7 re-

The d is also an MVU estimator. We can intuitively see
thatd will have lower bound on the variance as more new
data is not contributing any new information abdutThe
PDF for ED3M [3] can be factorized as given by Eq. 9.
The estimator of? D3 M is an unbiased function df (x)

as can be seen from Eq. 25, but we do not claim that the
estimator of E D3 M is based on sufficient statistic for the

spectively. following reason. Software testing is a process which pro-
Alnp(x;0) = 1(0)(g(x) — ) (5) duces new defects along with rediscovered defects. An ex-

o0 ’ ample of sufficient statistic is that we want to estimate the
§ = g(x) (6) accuracy of a surgical precision laser so samples of the de-

. 1 vice are taken. These samples will be ‘around’ the speci-

VAR(0) = m () fied desired value. We take sufficient samples to estimate



the average precision achieved. In software testing as Di-and variance of the noise. If these two moments of noise are
jkstra noted, testing shows the presence of defects but noknown then we can develop an estimator called Best Linear
their absence [2]. Even though as time elapses rate of find-Unbiased Estimator (BLUE) based on two linearity condi-
ing new defects subsides significantly but there will be new tions viz., we have linear data model and the estimatoffitsel
defects now and then. Overall testing process can be conis a linear function of the data These two linearity condi-
sidered an increasing function of defects (in one direction tions are given by Eqgs. 2 and 15 respectively. Note that the
not ‘around’). Therefore we can only forecast the saturatio second condition is necessary to make estimatorbiased

of finding the defects and not the true number of defects. A as given by Eq. 16.
change in testing strategy can result in a sudden burst of

more defects. Hence an estimator based on sufficient statis- 0 = [ (15)
tic must be aware of this particular behavior of testing pro-

2
i)

n=0
cess. The notion of sufficient statistic in software testing N1
arguable. Therefore even thougtD? M fulfills the math- Elf] = anE(z[n]) = 6 (16)
ematical requirements of a sufficient statistic estimater, ne0

do not claim that its based on this method.

If we cannot find either sufficient statisti€(x) for ¢
or an unbiased functiofi(7'(x)) then we will have to re-
sort for an estimator called Maximum Likelihood Estimator
(MLE). Many practical estimators proposed in the field for
defects estimation are based on MLE, e.g. [3, 12, 14]. MLE
is asymptotically (asV — oc) an efficient MVU estima-
tor. For linear data model MLE achieves CRLB for finite
data set [7]. Another important property is that if an effi-
cient estimator exists MLE will produce it [7]. The basic
idea is to find the value of that maximizednp(x;#) the

Although BLUE is a suboptimal estimator because the
lower bound of its variance is unknown, it can be success-
fully used if its variance is in acceptable range and if it is
producing results with reasonable accuracy. A limitatibn o
this method from a practical point of view is that we have
to find the variance of the noise in software testing. In the
present day no detailed study has been done which has in-
vestigated the statistical characteristics of noise itirtgs
process. A simple way to approximate the variance of noise
is to find the variance of data as given in Eqs. 17 and 18.
However, the effects of this approximation on the perfor-

:og-l|k3I|hood func_t|on for a g!ve:x. Ifr? glose(rj] form so-  yance of the BLUE estimator are unknown with respect to
ution does not exist a numerical method such as Newton—g ¢\ o testing.

Raphson can be used to approximate the solution. But the
approximation may not necessarily converge to maximiza- VAR[x] = VAR[hl+w)] (17)
tion ofinp(x; #) to produce MLE. An example of numerical VAR[x] = VAR[w] (18)
approximation of MLE is [6]. Authors were able to find a
closed form solution of MLE foiz D3 M [3].

Another method to find estimator if either MLE can not
be found or is computationally intensive is called Method o
Moments. Method of moments estimator is generally con-
sistent [7]. Giverp(x; ) if we know that thekth moment
of z[n], ux 1s a function off as given by Eq. 11

If either we do not know the mean and variance of the noise

or the data model is not linear we can find an estimator
f based on the Least Square Error (LSE) approach. The geo-
metrical interpretation of LSE is more intuitive. If we have
data points in a space then LSE finds the best curve which
minimizes the distance from all these points together. But
LSE is prone to outlier points which fall outside the group

e = E x[n]k) = f(0) (11) of points. Such points are usually due to error in the pro-
0 = f () (12) cess or other reasons. Due to these points the curve may
N1 be found away from the vicinity of points. A simple way
;o 1 2 [n] (13) is to ignore such points when the data set is input to the
Hk N LSE estimator. Main advantages of LSE is that no statis-

tical information related to the data set or noise is needed
and its simple to develop. On the other hand its optimal-
N-1 . . . .. . .
i o= g ( 1 xk[n]) (14) ity is questionable in th_e absence of stat_lstlcal inforomati
We have used LSE estimator to approximate the values of
A1 and), the defect decay parametersim?> M [3]. From
We approximate théth moment of datax, iy, by taking the application oz D3 M on several industrial data sets and
average ok*) as given by Eq. 13. If isaninvertible func-  simulation data sets the performance of LSE estimatar of
tion as given by Eq. 12 then substitution of approximation and A, was concluded acceptable. Two of the results from
Lix into Eq. 12 results in the estimatéas given by Eq. 14.  the application of= D? M to industrial data sets are shown
If the probability distribution of the data or in other inFigures 3 and4. The twoindustrial data sets are available
words of the noise is not known, we can look for only mean in literature [12, 13].



3. Defect Estimators that the data model given by Eq. 21 is a nonlinear function
of Ay and#. Hence MLE will not achieve CRLB for finite
Many estimators exist for the prediction of number of data set.
defects and/or failure intensity. However, due to space con

straints we are limited here to the brief description of ¢éhre PriM(t)=m] = [“(t)'] et(t) (20)
estimators which are discussed next. Many reliability mod- 1 m
els have been proposed which predicts the total number of u(t) = =lIn(reft + 1) (21)

defects in the software. We will discuss two of these models 0

Padberg’s approach [13, 14] based on Hypergeometric Dis-More over, a closed form solution of MLE could not be
tribution Software Reliability Growth Model (HGDM) and  found for Egs. 20 and 21. Therefore a numerical approxi-
Musa-Okumoto logarithmic Poisson model [6, 12]. We will mation of MLE is needed. Hence whether the approxima-
also discus€7 D M. All of these approaches are based on tion of MLE will be asymptotically an efficient MVU esti-
MLE where MLE requires assumption about the probabil- mator is not guaranteed.

ity distribution. A detailed study is needed about the prob-  Now we discusss D? M [3]. The data model of? D> M
ability distributions for software testing. Each distrilaun is given in Eq. 22 wher® is the defect data vectoh is

is based on some assumptions while ignoring other facts.the observation vector and is noise vector. Vectors are of
Hence it can be safely deduced that no model will work in dimensionsV x 1. We have assumed thBt is Normally

all situations. distributed and the PDF dd is given by Eq. 24. The initial

Padberg developed a defect estimation technique by asnumber of defects in software is given ;. We develop
suming that software testing is a random experiment with an MLE estimatorz, for R, in Eq. 25.

Hypergeometric distribution. Padberg showed that growth

quotient Q(m) of the likelihood functionZ(m) when D=Rh +w (22)
greater tharl indicates that likelihood function is indeed here hn) = 1 Ao N A (23
: ; ; : ali ; where h(n) =1 — ————e M 4 ———¢7 72"
increasing and provides maximum likelihood estimates. X — A X — A
1 1 T
L(m) (m—wy)...(m—wy) p(D;Ry) = ——— el 2oz (D= Roh)T(D-Foh)]l (o)
= = 19 : ¥
Q(m) L(m — 1) mn—1. (m — Cn) ( ) (271'0'2) 2
Ry = (hTh)~*h™D (25)

In Egq. 19m is the initial number of faults in the soft-
ware, w,, is the number of newly discovered and rediscov- ag geen in Eqg. 22 the data model is linear, therefore the
ered faults forn¢h test ande,, is the cumulative number MLE estimator R, in Eq. 25 can achieve CRLB for finite

of faults discovered im tests. We will briefly define the o5 set and will be an efficient MVU estimator. As dis-
algorithm for finding MLE, more details can be found else- cussed in Section &, also qualifies for sufficient statistic

where [13, 14]. For given datg, firstfindx = ¢, +-1then  ogimator which is an MVU estimator. But we do not claim
Q(x). IFQ(x) > Lthensew =« + 1 and findQ)(z) again. 4t . is MVU based on sufficient statistic for the reason
Keep repeating the steps ur@jlz) < Lthen MLE willbe 0 tioned in Section 2. More detailed discussion for statis
m = ¢ — 1. Statistical performance @)(m) is not dis- tical efficiency of ED® M is discussed in [3].

cussed in [13, 14]. We do not know if the variancddfn) Figure 3 shows the comparison betweBm? M and

is asympt_otically bounded by_ CRLB; in qther words We_do Padberg’s approach for the data set given in [1B]® M

not know ifQ(m) is asymptotically an efficient MVU esti- o tormg slightly better than Padber's approach. Sinyilarl
mator. Even though the underlying data model is not known Figure 4 compareg D? M with Musa—Okumoto Model for

it can be observed fro@ () that the model is nonlinear .o yata set given in [12]. ED3M clearly outperforms
and the MLE which is based on nonlinear data model for \, <~ 5rumoto Model

finite data records does not achieve CRLB.

Another example of a defect estimator is the Musa— .
Okumoto logarithmic Poisson model which is briefly de- 4. Conclusion
scribed here. Refer to [6, 12] for more details. The model
discussed here is the execution-time model but there is an- An accurate prediction of total number of software de-
other available for calendar-time. Musa and Okumoto pro- fects helps in evaluation of the status of testing process$. B
posed a reliability model based on the assumption that thethe accuracy of the estimator owes to the estimation method
expected number of faul{s(¢) by timet are poisson dis-  which is used to develop the estimator. We have tried to
tributed as given in Eq. 20. The parameters to be estimatedorovide a general framework of available estimation meth-
are) the initial failure intensity and the rate of reduction  ods. Although we have discussed this framework for defect
in the normalized failure intensity per failure. We can see estimation problem, the discussion is general enough to be
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used for other estimation problems. We have elicited the [5] W.S. Jewell. Bayesian extensions to a basic model of soft
requirements of each method. We have also discussed the
statistical efficiency that each method offers. Figure 2-sum
marizes the insightful information in choosing an estima-

tion

method for a given estimation problem. Note that even

though the discussion is limited to single parameter estima
tion, it can be easily extended to a vector of parameters to [7]

be estimated.

techniques based on MLEED3 M performed better than

other two techniques and it is also developed using well de-
fined estimation method as discussed in Section 2. In future
we will extend our discussion to Bayesian Approaches and
expand the analysis of existing estimators to be more com-[10j
prehensive.
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